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Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of non-programmable scientific calculator is permitted.

English version is authentic.

Describe confidentiality, integrity and availability.
Confidentiality, integrity ol availability AHosdl.
Describe security services and security mechanism.
R R Uldaly W YR (He{lovH AHedl.,

Write short note on structure of Data Encryption Standard (DES)
with advantages and disadvantages.

SIAEL WA A51ALL UL 321 A [5WQLeA 210SS (DES) el
WY RELUR 25 olld qud).,

OR
Construct a PlayFair Matrix with the key “TRUST” and encrypt
the message “BE CONFIDENT IN YOURSELF”.

“TRUST” $1 d5 @32 N2 54 Weild] A “BE CONFIDENT IN
List substitution and transposition techniques.

Substitution A4l transposition techniques s{l ALEl qudl.

Describe plain text, cipher text, encryption and decryption in
cryptography.

SIU2lALSIHL plain text, cipher text, encryption o decryption

yHodl.
Write a short note on Hill Cipher with example.

GeleL A18 (&4 4185 UR &Sl ollt qul,
OR

List types of Steganography.

Steganography sil AL€] Q).

Describe symmetric cryptography with example.

Symmetric cryptography G&l&3L Y] yud).

Encrypt the plain text “THIS IS A SECRET MESSAGE” using a Rail
Fence with 3 rails.

33061 U1 356 5o o1l GUYNIL 53]a YLl 2522 " THIS IS A
SECRET MESSAGE " o 3¢ (512 53\,

Date: 16-05-2024

Total Marks: 70
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List applications of public key cryptosystems.

public key cryptosystems applications sl ALE] Q).
Describe basics of digital signatures and digital certificates
digital signatures ol digital certificates o HAed d AHemdl.
Write short note on RSA Algorithm with example.
RSA #1184 U Gelel A18 212 «lle qud),

OR
List principles of public key cryptosystems.
public key cryptosystems il principles ol AlEl qui).
Describe certificate authorities and registration authorities.
certificate authorities 34l registration authorities AHondl.
Perform encryption using RSA Algorithm for following
Parameters : p=3, g=11 (p and q are prime numbers), e=7 and M =
2 (e-public and M-message) and also find private and public key
pair.
o et URHIBL HI2 RSA WL ReHeAL GUALIL 531 A (510101
5 p=3, =11 (p Al q ¥ H[AG1 2R AL ] ), e=7 WA M =
2 (e-uloa s wal M-2{2.21) Ual UleSA2 A ylogs 5] «fl 1Sl
ISENENN

Discuss steps for obtaining a digital certificate.
slfled ulsl3e Anddle{l @R yued),
Describe Demilitarized Zone ( DMZ) and its applications.
Demilitarized Zone (DMZ) ¥l defl ¥ 52104 UHomdl.
Describe working and components of IDS.
IDS <} cl(59] u4al s1U\elory daid).
OR
Discuss steps for verifying authenticity and integrity of a
certificate.
U2T8132+l] authenticity ¥4 integrity AZ151U $cl HI2ell He 1)
quil.
Describe need and working of firewall.
14201630l e RULA 2ol sIHI1] AM2Cl.
Describe different types of firewall.
el el USIRail s1uA1E AHosdl.
List types of cyber attacks.
el el USIetl UIR—AGR W ss{] ALE]L Gud).
Describe Virtual LAN (VLAN) security topology.
Virtual LAN (VLAN) security topology UHesdl.
Discuss different types of threats.
AR AR ERE D ERE RIS
OR
List types of cybercrime.

el el USIRe1l UIUWR $IETHeAL ALEL Q).
Discuss advantages and disadvantages of Host based IDS (HIDS).

Host based IDS (HIDS) sii 14l 3o ARSI1ALL QU
Discuss traditional problems associated with computer crime.

S1122 51654 U8 ol traditional problems ofl Y[ 5.
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