Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER - 6 (NEW) — EXAMINATION - Winter-2024

Subject Code: 4360702

Subject Name: Basics of information Security

Time: 02:30 PM TO 05:00 PM

Instructions:
Attempt all questions.

Make Suitable assumptions wherever necessary.
Figures to the right indicate full marks.
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Use of simple calculators and non-programmable scientific calculators are permitted.

English version is authentic.
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Define Security attacks and describe any two attacks in detail.

Security attacks ol cdlUALRId 52\ Wl 516URL & attacks o ([@addrR
ARlel 53,

Explain data confidentiality, data integrity and data availability in terms
of security.

Security ol Q[Elq Data confidentiality, data integrity Wl data
availability ¥Hesidl.

Describe the Rail fence method of cryptography with an example.
Cryptography il Rail fence method <} GelL U1 dRlet 53,

OR
Describe the One Time Pad method of cryptography with an example.
Cryptography ={l One Time Pad method o} GelsL U1&) dlel 53).
Define Steganography and Describe any one type.
Steganography LU [RAd 520 A S1EURL WS USIR o AHdl.

Describe Caesar cipher with an example.

Date: 21-11-2024

Total Marks: 70

Marks

03

03

04

oY

07

09

07

09

03

o3

04



Q2

W32

Q.3
Usl.3

Q.3
usl.3

()
(©

(5)

()

()

(b)
(“)
(©)

(%)

()
()
(b)
(A1)
(©)
(%)

(@)
()

Caesar Cipher G&l&8L 418 1Hosdl.

Draw the key matrix for the key: UNIVERSITY and find cipher text for
the plain text: GUJARAT TECHNOLOGICAL using Play fair cipher.

Key: UNIVERSITY HI2 Key R[254 1] Wal lel 2522: GUIARAT
TECHNOLOGICAL Hl2 W3R Uloswell GUldL 53] UIHS 25
2Ll

OR

Differentiate between symmetric key cryptography and asymmetric key
cryptography.

Symmetric key cryptography Wl asymmetric key cryptography a xel
dlRdl.

Describe Mono alphabetic cipher with an example.
Mono alphabetic cipher G&L&3l U1& UMl

Draw the key matrix for the key: GUJ and find cipher text for the plain
text: HINDUSTAN using Hill cipher.

Key: GUI UL Key H[25¥ £12] o Alel 252 HINDUSTAN HIe [&d
ALH 5] GUALIL 53] ALB S 2522 Al

Define public key cryptography and explain it in detail.
Public key cryptography ol U111 53] Asl dsl qHesd).
Explain the steps to verify a Digital Certificate.
Digital Certificate @l verify $cll HI2e1l steps UMl
Describe the RSA algorithm with its working.
RSA algorithm o} dstl 512 419 4Qlel 53).
OR
List out and describe three applications of public key cryptosystem.

Public key cryptosystem il 58l GUls{l L€l tieilc) el dsf qlst
52
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Write down the requirements of Digital Signature and List properties a
Digital Signature should have.

Digital Signature {l %=[RUldl Wl Wl Digital Signature Hi %
properties €ldl %165 deil (A waildl.

Describe the security of the RSA algorithm with its types in detail.
RSA algorithm {l 32etlal dstl UsI) AL [dolddlR HHdl.
Define security zones, DMZ and VLAN.

Security zones, DMZ sl VLAN U [ull[d 531,

Describe two advantages and two disadvantages of Network based
Intrusion Detection System.

Network based Intrusion Detection System il & SIUel Wal &
AR§1UELe] dRlet S2.

Describe the working of the firewall in detail with a diagram.
215(d U1 firewall ofl 51H{e] (AdlcddlR Aot 53).

OR
List types of firewalls and write about needs of firewall.
Firewall el Us[R\={l ALE] UL A Firewall <l %+ RULd) (AN qudl.
Describe Network Based Intrusion Detection System.
Network Based Intrusion Detection System UHedl.
Describe about types of firewalls in detail.
Firewall «tl U511 (AQ) (AAlddIR dQlel 521,
Define worms, viruses and trojans.
Worms, viruses sl trojans o cyuLAd 52,
Describe network threats with its types in detail.

Network threats o} deil U512 A& (AoAdd iR dQst 5.
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Describe traditional problems associated with cybercrime in detail.

Cybercrime 418 A 501124 traditional problems < (AlddIR d st 53\,
OR

Define Cybercrime, Cybersecurity and Cyber-attack.

Cybercrime, Cybersecurity and Cyber attack <l cdlu1L(d 52\

Describe cybercrime with its types in detail.

Cybercrime o} deil UsI2) 418 (colddlR dRlel $3).

Describe IP Spoofing, ARP spoofing and Session Hijacking in detail.

IP Spoofing, ARP spoofing W Session Hijacking 01 GEREIEEEER]
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