Seat No.: Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER - 6 (NEW) - EXAMINATION — Summer-2024

Subject Code: 4360705 Date: 21-05-2024
Subject Name: Network Forensics
Time: 10:30 AM TO 01:00 PM Total Marks: 70

Instructions:

1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of programmable & Communication aids are strictly prohibited.
5. Use of non-programmable scientific calculator is permitted.
6. English version is authentic.
Q.1 (@)  List out full forms of IP, TCP and DNS. 03
Usl.l () 1P, TCP sl DNS o Y il duil. 03
(b)  Explain Network Threats with example. 04
() eds 2 Gelel UL [AIAddIR Yuexdl. oY
(c) Explain the OSI reference model with the function of each layer. 07
(5) €35 QYU «ll 513 »18 0S| HI3e Yuoxtdl. 09
OR
(c)  Explain TCP/IP model with function of each layer. 07
(5) €35 QU o1l 51 U1 TCP/IP H13E yHoMA). 09
Q.2 (@)  Describe Network Forensics and its Application. 03
usl2 () Aeds s1RR15 wA dsfl A EBQUels] dlet 530, 03
(b)  Explain the process of Proactive Investigation. 04
(o) URA(sed ©ed 23\ 1s1s(] Ulsul YU, oY
(c) Explain Cross-site scripting, DNS Spoofing and ARP Poisoning. 07
(5)  sla-Als2 W21, DNS 1y[(59 wa ARP Ulen(dl [daddR 09
Yl
OR
Q.2 (@)  Write Advantages and Disadvantages of Network Forensics. 03
usl2 ) A2d5 sRRUSUAL SIUEL 1A AR1UEL QUi 03
(b)  Explain Incident Response. 04
(W) Be{lsee R (dorddlR HHodl. oY
(c) Explain Social Engineering Attack and its types. 07
(5)  Allud R[4 39 125 ¥ detl USR] Hxd). 09
Q.3 (@)  List the sources of evidence for Network forensics. 03
Usl3 () oeds sRESH HIR Yrldlell Bldlefl A€l ofetidl, 03
(b)  Explain Network traffic capture. 04
() ed5 2Lss FIR YHd), oY
(c)  Write a short note on Deep packet inspection (DPI). 07
(5)  Sluuse geUs2lel (DPI) U 5| otld qudl. 09
OR
Q.3 (@)  List the Data acquisition methods. 03
U3 () Sel Asaxlels ueddadlefl o] alel weidl. 03
(b)  Explain Write-blocking and Data hashing preservation techniques. 04

(W) AFe-0qlSIoL vial el S2(lo1 [Undeld 2515 YHomd). oY
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List Network Traffic Analysis Methods. Explain Network behavior
analysis.
A2d5 2l5s Well(@RA Aausy «fl UIE] Watld). Aeds (We(duR
ALTICIEIRY IR LTSI
Describe the Wireless communication.
14U YU Re} dRlet 53,
Differentiate WEP and WPA.
WEP sl WPA il d§lad eudl.
Explain attacks on wireless network. Explain how do you protect
Wireless Network?
LAY A2d S UR el W2 5U uHld). dR d1dAY deds A 3d)
Ad Y2(&d 52U d AHdl.
OR
Describe the security challenges of wireless communication.
A1ARAY 511y [eA3 Al RUYRE] AA-R)Y of dRled 53).
Explain WPA and WPA-2 Encryption.
WPA sl WPA-2 A [5191+] Au1d].
Explain Man-in-the-middle (MITM) attack and Rogue access points.
Nol-gol-8-(USE (MITM) 425 3 Rogue AsAd Ul
Yl
Describe Authorization and Data Preservation.
B\ e 321 (Msdlet of dRlet 53,
Explain Metadata preservation.
Nel3el (Uxdelst (darddlR yHed).
Write short note on Role of Artificial intelligence in Intrusion
Detection and Network Forensics.
pootel  [S2s0lel A Aeas  sRlsumi  wll(s[ue
Oeldayetefl oHsl U sl olle qudl.
OR
Describe Data and Personal Data Breach.
321 el Ustd 32l (64 «fl dulet 530,
Explain Evidence Handling procedure.
(S &o5(Eo1 «{l wlsul quesdl.
Explain Internet of Things (loT) forensics, components and
challenges.
ool B1§ (€9 (10T) S1R[RU1SY, e2s) Wl USSIR] UMl
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