Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER - 6 (NEW) — EXAMINATION - Winter-2024

Subject Code: 4360705 Date: 27-11-2024
Subject Name: Network Forensics
Time: 02:30 PM TO 05:00 PM Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of simple calculators and non-programmable scientific calculators are permitted
5. English version is authentic

Marks

Q.1 (@) Write the Full form of UDP, TCP, and DNS. 03
U9 (%) UDP, TCP s DNS of Y&l o1+ qud). 03
(b) Describe the steps for handling evidence in network forensics. 04

) A2d5 sIRRISUHI YRdla Eo56 sd Lol UG ule] dilel 52). oY

(c) Write a difference between OSI and TCP/IP model. 07

(5) OSI ¥a TCP/IP H15€ dRel] dsldd ud). 09

OR

(c) Write a short note about LAN, MAN, and WAN. 07

(5) LAN, MAN ol WAN [l &5 «lltt gud). 09

Q.2 (a) Define Network Forensics and its importance. 03
UslL.R () A2ds sRR[RusH vl dufl ds Hecd dull, 03
(b) Explain Proactive investigations in network forensics. 04

() <eds S sHHI VRASELd o212l (Aol YHostdl. oy

(c) Explain DNS Spoofing, ARP Poisoning, and Web Jacking network attack. 07

(5) DNS (53, ARP UlS»[eol wa Ao R[5 Aeds A2s [doddlR 09

Yl
OR

Q.2 (a) Write the advantages and disadvantages of Network Forensics. 03
UsLR  (A) Aed5 S13[RuUSUeLL SlUEL wal ARS1AUEL QUd). 03
(b) Explain Incident Response investigations in network forensics. 04

() 2ds SRUSUHI Belsee RAUleY SedwelALled [dold i YHoxtdl. oy

(c) Define social engineering attack. Explain any three social engineering attacks 07

in detail.

(5) A Woweflulol Wesel vl quil. S16URl AQl UlkAN4 o9

WoR)ef UL W s [AddH i AHstd).
Q.3 (@) Explain how digital devices can be sources of evidence. 03
ust. 3 () [(Slwed Guswl yrldlell Bld 3dl Il weil 215 8 d ([AdddlR yHdl. 03

(b) Write a comparison between flow analysis and packet analysis in network 04

forensics.

@) <eds SIUsUHL &6l Wellcdlfld wad Ude Wedldluly dRefl oy
U HEIL ),

(c) Listout Data Preservation Technique. Explain any two techniques in detail. 07
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32l (uxndelst 2seilseil UlEl olelld)l wa 516U A 25¢ls (Aoldui
AHendl.
OR
Explain the concept of metadata preservation.
Heldel Mosdelel sledie [dalddlz yHextdl.

Define Deep Packet Inspection (DPI). Explain its role inrnetwork forensics.
Slu U352 9erU 51l (DPI) oil vl quil 3 sl2ds §1R(ASUHUI dell
A4 (AN [ddlddlR ¥,

List out Data acquisition methods. Explain any two methods in detail.

52l ¥[(sahlelel e dailel dlel wetld]l, 3a SISURL 6 Y [dudla
[Qaldd IR ¥Hed).

Write a short note on WPA.
WPA Uz 25l olld quil.

Describe key components of wireless network.

AlARAY A2t Sell Hud sHUloted) of d et 5.

Explain Man-in-the-middle, Phishing and Wireless Eavesdropping attack in
wireless network.

AARAY Aed5H Net-8et-t-(15d, (52001 WA d1AAY ©AWSL L A2 s
[AdtdaliR Yuextdl.

OR
Write a short note on WPA-2.
WPA-2 UR &5 «ilt qu).
Describe the security challenges in wireless networks.
AlAAY A2 sHHI [ARY[R2)ell A4 Y of Aot 5.
Explain Evil Twin, Wireless jamming and Brute-Force attack in wireless
network. ] ;
qrIAY ddsHi N[dd gled, qlAY wHIL WA of2-51d WS
[AaldalR UM,

Write a short note on WEP.
WEP U2 25| «ild qull.

Explain the Role of Artificial intelligence in network forensics.
deds 1RSI AIE[[sRUG H2(aeusfl efHs] (AolddlR qHxdl
Describe the components and challenges of 10T forensics.
10T SRASUe1L 51lelo2) WA A=Y of et 520,

OR
Explain Rogue access points attack in wireless network.
AlRAY AedSHi Rogue 1152 UlGe2 328 [ddlddl YHomdl.
Define Data Processor and Personal Data Breach in the context of the DPDP
Act, 2023.
DPDP 352, 2023411 A6 321 VAU Mo Uietd 321 (61 «f] vyl
s
List out Legal challenges in network forensics. Explain any three challenges
in detail.
Aeds SREUSUHL Slofell Qe ofl ULE] Wolld]l AA SISURL AL
AQe2)Y o (ALl M-,

*hkkkhkhkkkkkk

212

o9

03
o3
04
oy

07
o9

03
o3
04
oy
07

o9

03
o3

04
oy
07

V)

03
o3
04
oy
07
o9

03
o3
04

oy

07

o9



