Enrollment No./Seat No.:

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA IN ENGINEERING - SEMESTER - IIl EXAMINATION - WINTER 2025

Subject Code: D103000051 Date: 12-12-2025
Subject Name: Computer Networks

Time: 10:30 AM TO 01:00 PM Total Marks: 70
Instructions:

1. Attempt all questions.

2. Make Suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.

Marks
Q.1 (a) Discuss Computer network application in detail. 03
(1) savyer deas ARadicloll [Qoiddir uuT 8. 03
(b) Differentiate Point to Point and Multi-point line configuration. 04
() Neoe g WNdoe 210 cdlNgoe digfol SoloRRIal ofl dsIdd) ). 0%y
(©) List the types of networks. Explain any two types in detail. 07
(8) dleus ofl usRIol 21€) Giotid). SiguRI A USRI of YLt [AoIAdIR S, 09
OR
(©) List the types of Topology. Explain any two types in detail. 07
(8) WA ofl usRIol 21€] ciotidl. SiguRI A USRI of diel [AoIdUR 53, 09

Q.2 (a) Write the functions of the following OSI layers: (i) Application Layer (ii) Transport 03
Layer (iii) Data Link Layer

(1) oflAotl OSI A=A ati sIRAT AVl (i) AlceB2Aot QR (i) URUsH A2 (iii) B2l (s 03

AU
(b) Gives difference between TCP/IP and OSI reference model. 04
(1) TCP/IP 240 OSI 2ige! dlsd dRA dsidd A, 0w
(¢©) Define server. List out various type of servers and explain any two in detail. 07
(8) Server ofl vl @vil. [AMRAY USRoll Servers ofl 2R clalid] 24a SlgyERl Al 0V

Q19 AHudl,

OR

(a) List out various connectors used in Guided media. 03
(1) ongfds B2l ai auidl sase ol A1€) ciotdl. 03
(b) Draw TCP/IP model. Explain Network Interface and Internet Layers. 04
(61) TCP/IP model of) 2r||§(‘n €1R1. Network Interface G212 il Internet AU AH ). oy

Page 1 of 3



(©
(s)
Q.3 (a)
(1)
(b)
(c1)
(©
(s)

(a)
(1)
(b)

(1)

(©
(s)
Q4 (a)
(1)
(b)
(1)
(©

(s)

(a)
(1)
(b)
(c1)
(©
(s)
Q5 (a)
(1)

Compare layer 2 and layer 3 switches in detail.

Layer 2 ial layer 3 Rd2uofl (Ao1ddIR gdall S,

Define HUB.Explain different types of HUB used in network.

HUB o <Iv1fd $21. sled$ai duRidl ([AAgy UsiRell HUB AHd]l.
Define unguided media. Explain the three propagation methods.
Unguided media o <41uI[RQd S0, 2@ propagation UglA41 21314,
Explain the three main types of guided media used in networking.

129 (S2AHI YURIC ARl YU USIRoll guided media AHA].
OR

Explain satellite communication. State any three features of satellite communication.

BUAE ALAIRYUBIR AHNA]. BUAS AEAIAUSIRA SISURI 2RI G2l K eldl.

Explain the role and functionality of the following network devices:
(1) Repeater (i1) Hub (iii) Switch (iv) Router.

oflJail dleu$ Guselddl oi(As! val siRI2HA AHwdl:
(1) 2R (ii) & (iii) Rug (iv) 2AB2R.

Explain different types of switching networks.

QA4 usRell RufJal deus AHdl,

Explain class full addressing scheme.

Class full addressing scheme 2H°s14].

Compare IPv4 and IPv6. List the feature of IPv6.

IPv4 10l IPV6 ofl 2Ru11H.[] $21. IPV6 ofl [AANdl endl.

Describe the three addressing modes of IPv6: Uni cast, Multicast, and Any cast with
examples.

IPV6 of| 2RI AZRA21 HlgAof dlal GEIGRRN A18 §2U: Y[aisIRe, HICesIe Aol
sigyel siRe .

OR
Define subnet mask. Give an example.
Aciole HIRS UIVYIRId . A BEIGRRI AU,
Define IPv4 Datagram with neat diagram.
[Pv4 Datagram 2ﬂl§ra 131 AHwd] .
Explain IPv4 classes in detail.
IPv4 43if o (219 R AHwd].
Define the CIA Triad in cyber security. Briefly explain any two components.

AIUGR HR211HI CIA 2IRISa UIWIIRId SR, slgfuil A ezslal AilAHai AHdl.
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Describe any four types of threats to network security.

a12d$ 21 HI2all AR USRell VidRIRAle dRial S2.

Define firewall. Explain working and design principles

SIRRUIA UIVAIRIA 8. SI- VHal [Sx1Efal Rigid] AHA4].
OR

Compare viruses and worms.

Y14 ol A1 ofl gdoall S,

Explain the concept of information warfare. How does it affect national or
organizational security?

HIel Y A0, A ALY 21 2A4915011cHS Y210l 5] I 242 52 &?

Explain intruders and insiders in the context of cyber security.Compare their
behaviors and the types of threats they pose to organizations.

AIRUGR HR2110ll AECIHT GRARIVIRI Aol 2iERal| dISlal AHAN]. Aol dclol ol
2215011 Hie Al SUI USRall Uil Geil 52 & dofl gdall SA.
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