Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER - 6 (NEW) - EXAMINATION - Winter-2025

Subject Code: 4360705

Subject Name: Network Forensics

Time: 02:30 PM TO 05:00 PM

Instructions:
Attempt all questions.

Make Suitable assumptions wherever necessary.
Figures to the right indicate full marks.

Use of simple calculators and non-programmable scientific calculators are permitted.
English version is authentic.
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Define: Computer network, Router and Protocols.

WA LRld 53): s A2d s, AG2R WA Ul2lsley
Explain network forensics process.

A2ds S13(4S «fl UlsUL -,
Draw and explain TCP/IP protocol suit.
TCP/IP W12151d 2 £12] ¥4al yHx1dl,

OR
Explain OSI reference model.

0S| reference H13d A1),
List Applications of network forensics.
A2d5 s1R(Rusus{l W G32usilof] L€ tstid).

Explain different types of sources of evidence related to network
traffic.

Aeds 2155 Auildd Al wils W (ASe o1l [cllcdy UsIR AHosd).

What is social engineering attack? Describe any three social
engineering attacks.
Al 21ud A2 (4231 We s 2 B2 sleSuLL AL Al [21ud
W [0y (AU (3oL WS of cAlet 52,

OR
List advantages and disadvantages of network forensics.
A2d5 SRS 51AUEL ¥l A251AL 1] YR tild).
Explain digital devices as sources of evidence.

Q1A 215 N [dsa dl3 (Slesed GUSAWAA Yuextdl.
What is network attack? Describe any three network attack.
deds W2s 9 B? S1SULL AR A2d S W25 o dRlel 53,
List out methods for data acquisition.

2l WsdlAl et Hlsil ueg(dudledl Alel elsildl,

Write short note on DPI.

DPI UR 251 «iltt ¢ud),
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What are the data preservation techniques? explain any two in detail.

32l Vlxrdeled dseilsl @) 82 s19uRl Aa [datdglR AHmdl.
OR

List out network traffic analysis tools.

Aeds 2155 Well(@ Y 264 ol UIE] ieild).

Write short note on Network behavior analysis.

A2ds (&l et LG R1Y UR &5 «ily quil.

List out memory acquisition methods. explain any two in detail.

N3] W sl et Usg [dudlefl dlel ofstld). SISURL Aa [ddlddR

YHo1dl,

Describe wireless (IEEE 802.11) communication.

cl42AY (IEEE 802.11) UUIRe] dRlel $3).

Write short note on WPA.

WPA UR 251 silt qul)

Explain Attacks on Wireless networks.

d1RAY A2d s Uretl W sy U]
OR
Describe key components of wireless (IEEE 802.11).

cl42QY (IEEE 802.11) oll YU €2 8\ef et $3).
List and explain any one type of wireless authentication.
A1ARAY 1AeB| B2l ofl ULE] tletld] Wal defl SITURL A5 USIR

yHdl.
Explain Evil Twin, Rogue access points and Brute-Force attack in

wireless network.

A1ARAY AedSHi A[dd glot, Rogue W5AY U2 vial tf2-51
A5 Yuodl.

Explain network traffic capture.

Aeds 21(5s FWR yuedl.

Describe data processor and personal data breach.

321 VAR va ueld Sel ofld of alet 530,
What is Internet of Things (1oT) forensics? explain its components

and challenges.

goa2 s (294 (10T) S12[R1SU Q) B2 dsil el s) Wa USsIRL

UHedl.
OR
Explain steps for handling evidence.

A [ seR] Eo5[EdL ol W UMl

Descr_ibe Legal challenges in network Iorensics.

a2ds sR[sUI dlod ussIRle dglel s2U.

Explain the Role of Artificial intelligence in network forensics.
A2d5 SRUsHI WIE[(ERIUG Be(Goset of] eHS1 UHMd).
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