Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering - SEMESTER — 4 (NEW) - EXAMINATION — Winter-2025

Subject Code: 4340703 Date: 10-12-2025
Subject Name: Computer Networking
Time: 02:30 PM TO 05:00 PM Total Marks: 70
Instructions:
1.  Attempt all questions.
2 Make Suitable assumptions wherever necessary.
3.  Figures to the right indicate full marks.
4.  Use of simple calculators and non-programmable scientific calculators are permitted.
5 English version is authentic.
Marks
Q.1 (a) Explain in brief about Protocol with its key components. 03
Ustl ) Jl2lsld detl Yu g sl 418 AleHui quemdl. 03
(b) Discuss about Tree topology with its advantages and disadvantages. 04
() 2l 2lEl%) (ARl dsil slael wa A5l 418 Y[ 5. oY
(¢) Explain application server and print server with its merits and demerits. 07
s A (W3 Qlet AR e (Yod U dell slAEL A W{l2d] A1 05
UHedl,
OR
(¢) Discuss about various type of network based on scope. 07
(5) WWUstl WY (dlde uslRetl deds ([l Ul s3. 09
Q.2 (a) Discuss about encapsulation and decapsulation process in OSI 03
Reference model.
ust2 (24) OSI Aee] HI3aU| UFRYAlel W SIERyagle sl (A yul 03
5.
(b) Give the differences between shielded twisted pair cable and 04

unshielded twisted pair cable.

(1) (1635 (3225 UR 3046 el Wt [16BS (GRS UR 3udd dRell d§ldd oy

AU,
(¢) Discuss about TCP/IP model with its merits and demerits. 07
(5) TCP/IP H154 (A9l dsil s1u&L vial Ll 418 UL 53, 09

OR
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Give the differences between connection oriented and connectionless
service.

5520t WL RARS Vel S1520elAY U (Y A eA] dSleld 1Y)

Explain about various connectors used for fiber optic cable.

SLESGR W[5 30dd U2 UL [cla sased (c19) HHesdl.

Explain working mechanism of OSI Reference model with suitable
diagram.

0SI 6] H13afl s uredl 410U w15(d A1 AHd).

Explain various propagations modes used for unguided media.
U163 HL(SULHIR dudl (Aldy Yuldele Hlsds] asle 530,
Explain about Router with its types.

AG2R (A2l dell UsIR 18 qHdl.

Explain Radio wave transmission with its advantages and
disadvantages.

2(SU) A {ALGA dell SIAEIRM) ol &AL 1] 418 YHw1d).
OR

Give difference between layer2 switch and layer3 switch.

AUR2 21U W QY3 |y oAl dslad +1ul.
Explain Coaxial cable with its types.

SIA[54UE 306 detl USIR) 118 yHdl.

Discuss about satellite communication with its advantages and
disadvantages.

GuAS(RAdLER) AAULGel (AN Aetl SIUEIM) ¥ A SIALIM) 218
Y[ 53,

Determine whether following IPv4 address are valid or invalid. If valid
[Pv4 addresses then find its class, Network ID and Host ID of given
IPv4 address. If given IPv4 address is invalid then write reason for it.

a) 5.5.5.5
b) 80.55.258.45

c) 140.65.32.45

ollAstl IPv4 WU Hicd B 5 WU B d o15S] 5. % Ul [Pv4
A3 €U Al IPv4 3N ol dd], Aed§ 1SS A €12 AISS] 218,
%\ IPv4 WU WH A S1A ] Aol WU Sldlsf S qudl.

2) 5.5.5.5
b) 80.55.258.45

c) 140.65.32.45

Discuss about [Pv6 with its advantages and disadvantages.
Pv6 dell deil SIAEIHA) vial AR sl i) (A YUl 52
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Explain IPv4 Packet structure with its diagram.

IPv4 o U%2 22542 deil 4d15(d 419 quomdl,

OR
Identify valid and invalid IPv6 addresses from given list and if it is
invalid IPv6 address then write reason for it.

a) 2000:db8:555:333 :444 :999 :888 :666
b) ::1234: 5678
c) 228.10.40.20

o{1Q 4 Ug (622 Hiell His Wl WU [Pv6 WU WL 2 %]
IPv6 WS U | S1A dll detl WH I Eldle] SR U],

a) 2000:db8:555:333 :444 :999 :888 :666
b) ::1234:5678

c) 228.10.40.20

Explain subnet masking with example.

UUA2 HIU (59 GeleL UL yuosdl.
Discuss about various addressing types of IPv6.
IPv6 =il (dldy WSRIdL 218U (AN uxd).

What is firewall? Explain working of firewall.
5142414 9 87 s11d1de{l 511031 Ul

Describe the differences between IPv4 and IPv6.
IPv4 0 [Pv6 dell d§lad of dilel 530

Discuss about Confidentiality, Integrity, and Availability (CIA) Triad
with example.

Slet (3[4 16 2], & (2312l Md il [@2] (] 4185.20) 21U «fl Aoy

Gels U1y 2.
OR

Discuss about virus with its types
QLAY (A9 Aell UsIR) U1yl 83

Discuss about various Reserved IPv4 Address.

(cl(ce W& 1Pv4 03 (ARl Y[ 53,

What is insider? Discuss about various types of insiders with its
threats.

Belu 195 Wed 4?7 8115 «il [aldy usl) (AN [ 5.
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GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering - SEMESTER — 4 (NEW) - EXAMINATION — Winter-2024

Subject Code: 4340703
Subject Name: Computer Networking
Time: 02:30 PM TO 05:00 PM

Date: 28-11-2024

Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of simple calculators and non-programmable scientific calculators are permitted
5. English version is authentic.
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Define computer network and list out its applications.

5122 dled S LA LRI 530 e defl W (B eusilefl YR wetld).
Explain web server. List out its two applications.

dod ¥R Audl. defl A W [eBeleilof] lel w4,

Define Topology. Explain any two topologies in detail.

Ay culuALRld 21 sl6uRL A 2lUldla [Aaldal o,
OR

List the types of networks. Explain any one type in detail.

AedSell UsiRedl ALEL welld). SISURL A5 UsiRe] [€aAddIR dRlst 53).

Differentiate between TCP and UDP protocol.

TCP el UDP Wl21sld 4 d§ldd $20.

Write down the advantages and disadvantages of Co-axial cable.
Co-axial 304€letl SIUEL W A§AUEL AUl

Explain OSI mgdel with function of each layer in detail.
¢35 xdRell S U8 OST HISEA (Adldealll yHosdl.

OR

Differentiate between connection less and connection-oriented services.

591521l less WMol 5521l oriented A1) A dsldd $2.

Write a short note on router.
AG2 UR 25 «ily qull.

Explain TCP/IP model with function of each layer in detail.
TCP/IP H1SGA €35 xdeil 514 419 (Aalddl2 YHesdl.

Explain line configuration in detail.

Line @U3W[Sola (AoldcllR dHoxtdl.

Give differences between bridge and router.

(619 Wal 2AG2R ARl dsldd WIU).

Define Datagram. Explain IP Datagram with figure.

S2LAM AR 5. wLS[(d AL TP S21AIH uH2dl.
OR

Write a short note on hub.

SO UR 251 oile quil.

Explain Layer 3 Switch in detail.
QU2 3 (RaUA [dardalr UMl

Explain IPV4 classful addressing in detail.

IPV4 561454 ASRdLA (AdlddlR AHdl.
Define IPv6 protocol and list out its features.
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IPv6 W121S\e UL [Rd 5] ¥4 dell el ilefl ALEL w41

Differentiate between IPv4 and IPv6.

IPv4 i) IPv6 A dsldd 2.

List out IPv4 characteristics and explain its advantages and disadvantages.

1Pv4 GL&L [R5 1Alofl ALE] tetlel oA dell S1UEL v ARSIAEL UHACL.
OR

Define IPv4 protocol and list out its features.

1Pv4 V121516 UL Rl 5] 4 deil qerailefl ALE]L 241,

Explain classless addressing in detail.

Classless addressing (AdLdd IR U,

Define Subnetting. Explain subnet masking with example.

YW (231 AU L[ 5. YA HIRSTIL GeleL 418 YHosd)l.

List and discuss various security terms.

(afay security terms ALE] Gdotlc) wa dofl uAUL 53,

Differentiate between Hub and Switch.
S Al Ry 9 dsldd 2.
Define firewall and explain its types in detail.
Firewall cUIUALRIA 53] 249 dell UsIRlel [dolddiR qHodl.
OR
Define security basics in detail.
YN8ld security Wl dla ([AaAddR cdluyLRId 52
Explain satellite communication in brief.
Satellite communication 3 (GHHI 4Hd).
Define threats to security and explain viruses, worms and intruders in detail.
Securityl (2l threats CUVALR 5 4ol AR, 1] 4 intruders < [AlddR
UHwdl.
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Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of non-programmable scientific calculator is permitted.

English version is authentic.
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Define Computer Network. List out all its applications.
5122 A2d 5 ofl vl Q). deil wiHl applications QL.
Compute no of cables required to connect 8 computers using Mesh topology and Ring topology.

Mesh topology 244 Ring topology =il GU12L 531 8 s12jea %15l HI2 %3 30idsil 2 ld7]
5.

Explain the OSI reference model with the function of each layer.
¢35 layer «il 512 418 OSI H13¢ AHeostdl.

OR
Explain TCP/IP model with function of each layer.

¢35 layer o1l 512 418 TCP/IP {134 AHos1dl.
List out various advantages and disadvantages of fiber optic cable.

Fiber optic cable il G1&{ ¥a) JELH [\,

Explain security basics.
Security «{l HO#{d Glld) AH2dl.

Define server. List out various type of servers and explain any two in detail.
Server oil cyludl quil. (dlde UsIRell Servers il YA ¢otld] ol S1SUQ Aa [dAddIR
UHdl
OR
List out various advantages and disadvantages of Infrared waves.

Infrared waves oll GLL61 el A1 A1)

Define Intruders and Insiders with example.

Gel&WL U8 Intruders Wal Insiders A AU 5.

Compare LAN, MAN & WAN in detail.
LAN, MAN el WAN efl (doldai 4w el 531,
List out full forms of OSI, TCP/IP and ISO.

OSI, TCP/IP 34 ISO il Full forms Quil.

An organization is granted the block 211.17.180.0/24. The administrator wants to create 32 subnets
1. Find the Network ID.

2. Find the subnet mask.

3. Find the number of addresses in each subnet.

s el 06ls 211.17.180.0/24 WU M w1d B. AS[H (122 32 Uviel2 Wailddl Hid B
1. A2d5 D ).

2. YGal2 HIRS QUH).

3. 835 AWaAH] UellHLsf] vl ).

Date: 02-02-2024

Total Marks: 70
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Explain IPV4 Header Format with help of diagram
SIUIAMeA Heeoll IPV4 852 slie dued).

OR
List out full forms of LLC, MAC and IP.

LLC, MAC 3\ IP <il Full forms W),

An organization is granted the block 130.56.0.0/16. The administrator wants to create 1024 subnets.
1. Find the Network ID.

2. Find the subnet mask.

3. Find the number of addresses in each subnet.

s AR 0dls 130.56.0.0/16 AU M 241d B, AS[H[A22 1024 AGiel2 Wsilddl Hidl 8.
1. 2d ID Q0ldl,

2. U2 HIS 2llHl.

3. €35 AGACH] el IHLell Hual 0l

Compare [Pv4 and IPv6. List out features of IPv6

1Pv4 3 1Pv6 ol URWIHEI 53). 1Pv6 ol (AN AL ALEL chetlcil

Explain Classful IP addressing scheme.

Classful TP A3 2814 414,

Identify on which layer of OSI model bridge works? Explain Bridge in detail.
OSI MODEL il 541 @42 UR bridge 51H 53 8? Bridge o A[d2d 1R AH»1dl.
Explain Repeater, Hub, Switch & router in detail.
Repeater, Hub, Switch & router o (Aalddl yHomdl.

OR
Define subnetting and list out subnet mask of class A.
Subnetting AU LRI 53] 3 d9] A «ll subnet mask GUil.
Identify on which layer of OSI model router works? Explain Router in detail.
OSI MODEL <il 31 842 UR router 514 52 8?2 Router 4 4(dAt12 AHUdL.
Compare layer 2 and layer 3 switches in detail.

Layer 2 39\ layer 3 3|\l (Aaldd IR d@eil 52).

Identify whether following IPv4 address are valid or not. If invalid then write the reason. 1)
204.10.2.3

2)10.5.310.4

3)11011001.24.5.10
W 0dl IPv4 address Hisd 8 5 o1&l d BN, %] 21U E1U ) 511 QL. 1) 204.10.2.3

2)10.5.310.4
3) 11011001.24.5.10
For a given IP address 151.40.5.6 Compute 1) Network ID 2) Last Host ID 3) Broadcast address.
(U6 P W3 151.40.5.6 HI2 ARIdR] 52\ 1) Network ID 2) Last Host ID 3) Broadcast address.
Explain various types of threats to security.
(cifat WSIRsll threats to security 4H21dL.
OR

Change the following IPv4 addresses from dotted-decimal notation to binary notation.
1) 110.15.20.62
2)201.62.64.10
3) 192.16.8.10
04l IPv4 addresses ol dotted-decimal notation Hiefl binary notation Hl oed).
1) 110.15.20.62
2)201.62.64.10
3) 192.16.8.10
For a given IP address 204.40.15.6 Compute 1) Class of IP 2) Network ID 3) Subnet mask.
(04 TP W3 204.40.15.6 HL2 2ARLdZ] 52\ 1) Class of IP 2) Network ID 3) Subnet mask.
Define Firewall. Explain its types in detail.
Firewall o{l cllull @ull. detl UsIRL [AaldaiR quHeidl
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