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GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER — 6 (NEW) - EXAMINATION — Summer-2025

Subject Code: 4360702

Subject Name: Basics of information Security

Time: 10:30 AM TO 01:00 PM

Date: 12-05-2025

Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.
Marks
Q.1 (a) Explain Confidentiality, Integrity and Availability with neat diagram. 03
Usl.1 () Confidentiality, Integrity sl Availability & #415[d 412 A4 03
(b) Differentiate Active Attack and Passive Attack. 04
(M)  Active Attack Wl Passive Attack il dsldd qud), oY
Explain PING command. Describe Caesar Cipher and One Time Pad
(c) . . . . 07
Cipher encryption technique with example.
PING SH1e5 4H1Al. GelsL A18 AR ALY $ ¥ One Time Pad
(5) 09
ALY SR A[eHr2lel 2515 Yuxdl,
OR
Explain [PCONFIG command. Explain Play Fair Cipher encryption
(c) . . 07
technique with example.
(5)  [PCONFIG 5Hl=S HHoAd). GELSCL AL 3R 418§ A [5W1et 08
25[els AHomdl.
Q.2 (a)  Compare substitution and Transposition Technique. 03
U2 (¥) Substitution and Transposition Technique ol ddell 2. o3
(b) Describe Symmetric cryptography with advantage and disadvantage. 04
(A1) Symmetric cryptography Gl® Wl G UL Yo, oY
(c) Explain Data Encryption Standard with advantage and disadvantage. 07
(5) SelA[5QleA W@ 1SS cle] el N6 161 U 18 UMM, 09
OR
Q.2 (a)  Define: Cryptanalysis, Encryption, Decryption. 03
Usl2 1) AR 52 (seAsil@ Ry, Alswldd, (S(5wisi. 03
(b) What is Steganography? Classify Steganography. 04
(W)  R3AAALS] 2f B2 WaAALALS o] o520l 830, oY
©) Explain Hill Cipher encryption and decryption technique steps with 07
example.




[ed U185 A[5WQ1oA W [S[5WLel 25(e15 R GeleL 418

) yeqd) °o
Q.3 (a) Explain Public Key Infrastructure. 03
U3  (¥) Public Key Infrastructure qHo1d). 03
(b) Write full form qf CA,. RA. What are the steps for verifying 04
authenticity and integrity of a certificate?
) CA, RA{'L full form qvﬂ YU 1R As] authenticity and integrity ¥
USIAUL HI2stl Yl Q) 82
(c) Explain the RSA algorifhm with advantage and disadvantage. 07
(5) RSA M RYH qle{ wal ¢ 1H A1 1Mol 09
OR
Q.3 (a) Describe Public-Key Cryptography and list out its applications. 03
uald ) uleds-sl (5LR1ALSle dulel 5w defl A3 euedlefl A€l wWstidl, 03
(b) Draw and explain how digital signature works. 04
() | [(Slsed [ARU 3l Ad 51U 52D d £12] v4el UHox1dl. oY
© Why.do we trust a digita}l certificate? Name the four key steps in the 07
creation of a digital certificate and explain each step.
QUL HLR AU [S[red UHIRUA UR [dsdiy s34 2 [S(wed
(5)  UlC[s32 tlolldclloll AR HUL UG ol 4 W) el €35 UAEL | 09
yHodl.
Q.4 (a) Explain Packet Filtering Firewall. 03
usla (M) Ude [se2(3a1 s1uRdld yuondl. 03
(b) Explain DMZ in detail. 04
(0)  DMZ <l [AoldaliR YH2dl, oy
© What' isa Host Intrusion Detegtion System (HIDS)? Explain it’s 07
working with advantage and disadvantage.
) Sl S el [Seselet (M2 (HIDS) g B2 dell s1H «{l 412 deil 0d
SIIEL 31 ARSIALL YHAA).
OR
Q.4 (a) Explain Logical components of IDS. 03
U2l.4 (M) IDS <l Logical components uHosdl. o3
(b)  Explain VLAN in detail. 04
(W)  VLAN 9 [d9Idd iR qHd). oY
© What' isa Network Intrusion Detection System (NIDS)? Explain it’s 07
working with advantage and disadvantage.
) d2ds Sepael [S25Uel (UM (NIDS) 2 872 dstl 1M «{] 418 deil 08
S161 w4l AR51Ae1 AH2A).
Q.5 (a) Describe Session Hijacking briefly. 03
Uals | (1) | Aol s1o9(590e] 25U dBlel 52, 03
(b) Explain Tunneling with diagram. 04
(M) 2etElol SIUIAIM AL UMl oY
© Diffeyentiate'Virus and Worms. List out traditional problems 07
associated with Computer Crime.
) ALY Ue) e 2463, ULSL. Computer Crime 418 4501161 08
URURAALd MH R ALE et ldll.
OR
Q.5 (a)  Explain working of IP Spoofing. 03
UsL5 | () | 1P Y[531efl s1H{13] AHal, 03




(b) Define: Internet, intranet, Firewall, IDS. 04
(W) AR 5): 9e2RelR, Be2lae, §1uRd1d, IDS. oY
(c) Explain Intruders and Hackers with its types. 07
(5)  Se1252 WA &5Uol dell UL Ule qHexldl. 09
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Instructions:
1.  Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3.  Figures to the right indicate full marks.
4.  Use of programmable & Communication aids are strictly prohibited.
5.  Use of non-programmable scientific calculator is permitted.
6.  English version is authentic.
Q.1 (a)  Describe confidentiality, integrity and availability.
Vg1 () Confidentiality, integrity A availability A4,
(b)  Describe security services and security mechanism.
)  RYRI UlduY wA Ry RE (e{lovH duendl.
(c)  Write short note on structure of Data Encryption Standard (DES)
with advantages and disadvantages.
(5) SRl WA AU UIE 32l A [5WLel 1SS (DES) ol
W RELUR 25 olld qu).
OR
(¢)  Construct a PlayFair Matrix with the key “TRUST” and encrypt
the message “BE CONFIDENT IN YOURSELF”.
(5) “TRUST” 5l d5W@$2 (254 Wsild) el “BE CONFIDENT IN
Q.2 (a)  List substitution and transposition techniques.
U2 ()  Substitution el transposition techniques ol L€l qul.
(b)  Describe plain text, cipher text, encryption and decryption in
cryptography.
(W) slulAuLslul plain text, cipher text, encryption el decryption
HHdl.
(c)  Write a short note on Hill Cipher with example.
(5) GeleWl A1 (sd AIBs UR &5l «llt qul.
OR
Q.2 (a)  List types of Steganography.
Usl2  (¥) Steganography il ULE] QW)
(b)  Describe symmetric cryptography with example.
(W)  Symmetric cryptography G&l&3L 1Y yud).
(c) Encrypt the plain text “THIS IS A SECRET MESSAGE” using a Rail
Fence with 3 rails.
(5) 3391 A9 Fo o1l GUUIL 53] ALLL 252 " THIS IS A

SECRET MESSAGE " o Wei(s12 5.
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List applications of public key cryptosystems.

public key cryptosystems applications sl AlE] qudl.
Describe basics of digital signatures and digital certificates
digital signatures ol digital certificates o HNed d AHemdl.
Write short note on RSA Algorithm with example.
RSA WIENE M UR Bl 18 211E elle dud.

OR
List principles of public key cryptosystems.
public key cryptosystems il principles sl AlEl qui).
Describe certificate authorities and registration authorities.
certificate authorities ¥l registration authorities AHendl.
Perform encryption using RSA Algorithm for following
Parameters : p=3, g=11 (p and q are prime numbers), e=7 and M =
2 (e-public and M-message) and also find private and public key
pair.
ol Aeil URHIGI HI2 RSA AN ReHeAL UL 53] A (512141
5 p=3, q=11 (p ¥l q ¥ H[AH R JuA) B), e=7 WA M =
2 (e-Ul0a s wal M-2{2.21) Ual UlSA2 A ylogs 5] «fl 1Sl
RN T

Discuss steps for obtaining a digital certificate.
Slafled Uelglde Naddlel R Auedl,
Describe Demilitarized Zone ( DMZ) and its applications.
Demilitarized Zone (DMZ) ¥l deil W] 321 1A,
Describe working and components of IDS.
IDS o} d(59 wa s1lelo2y qld).
OR
Discuss steps for verifying authenticity and integrity of a
certificate.
U2[81324(l authenticity 9\ integrity AZLE1A 5cll HISstl el
cu).
Describe need and working of firewall.
§1UdQ]] %eRULd WA s1HIR] YHodl.
Describe different types of firewall.
el el USIReil s1uA1E AHodl.
List types of cyber attacks.
el el USIetl ULI”AGR W ss{] ALEL Gud).
Describe Virtual LAN (VLAN) security topology.
Virtual LAN (VLAN) security topology 441l
Discuss different types of threats.
el el Usletl Aol YUL 5.
OR
List types of cybercrime.

el el USIRa1l UIUWR $IETHeAL ALEL Qu).
Discuss advantages and disadvantages of Host based IDS (HIDS).

Host based IDS (HIDS) <li §11& Al A§1UL QU).
Discuss traditional problems associated with computer crime.

S11Y23 51654 U8 ol traditional problems il YU 5.
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