Seat No. / Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering - SEMESTER — 6 (NEW) —- EXAMINATION — Winter-2025

Subject Code: 4360702 Date: 15-11-2025
Subject Name: Basics of information Security

Time: 02:30 PM TO 05:00 PM Total Marks: 70
Instructions:

1. Attempt all questions.

2. Make Suitable assumptions wherever necessary.

3. Figures to the right indicate full marks.

4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.

Marks
Q.1 (a) Define Confidentiality, Integrity and Availability 03
Usl1 () Confidentiality, Integrity ol Availability C4lUAL[RId 53] 03
(b)  State the difference between Active attack and Passive attack and explain any one Passive attack 04
in brief
(M)  Active attack e} Passive attack <1sil dsldd oglld)l HA 16Ul WS Passive attack A oY
A BHHT Aol

(¢) Differentiate mono alphabetic and poly alphabetic cipher and explain Playfair cipher with example 07

(5)  Hlellaleslalels wa NElALesI02]ls Lo sl dsldd AU Aa W3R YIBsa Gels o9

UL A¥osal
OR

(¢)  Explain Security Services and Mechanism 07

(5)  yRell Adi el [M3[AnH quedl 09

Q.2 (a) Differentiate Substitution cipher and transposition cipher 03

Usl2 () Substitution UL el 2leAUL[2Uel ALY A Aol clslcld w1 03
(b)  Define : (1) Cryptography (2) Cryptology (3) Key (4) Cipher text 04

(M) SISITOIERE (1) Cryptography (2) Cryptology (3) Key (4) Cipher text oY

(¢)  Explain DES algorithm with example 07

(5) GelsWL AI8 DES A [RuH yudl 09

OR

Q.2 (a)  Explain Rail Fence Cipher with example 03

U2 () GeleW A1 3 It LB S AHxdl 03
(b)  Define : (1) Plain text (2) Cipher (3) Encryption (4) Cryptanalysis 04

(O) AR 52 : (1) Plain text (2) Cipher (3) Encryption (4) Cryptanalysis oy

(¢)  Explain Steganography in Detail 07

()  ¥3AAALSL [AdldalR YHdl 09

Q.3 (a) Listand Explain Application of Public key Cryptosystem 03
st ) uleds sl (s1elieusdl R [Wdlels] YA sletidl e qH2dl 03
(b) Explain Digital Signature 04

()  [S[eseet [RRU Uuxdl oy

(¢)  Explain RSA Algorithm 07

(5) RSA AN RuY Yu2dl 09

OR
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Differentiate Symmetric and Asymmetric Cryptography
AUHLGL el WAUHUHICL [51214181eA) dslatdt 41U

Explain how to achieve Authentication using public key cryptosystem with suitable Diagram.
1Y SIYIAM AL ufeds S] (5121 [R1eHs1l GUY)L 53]A Authentication 3<l Tld UIH 59 d
UMl

Explain Digital Certificate

(Sleet UR[532 uMadl

Explain Tunneling

2o1e[ol yudl

Explain DMZ in Brief.
DMZ o d[&HH] AHedl.
Define IDS (Intrusion Detection Systems). Explain its working, components and Classification in
Detail.
IDS (Delgoet [S25Rlet (MRR) AUVUIRI 5. def s, desl ua adls [@Gordar
UM,
OR
Write Short note on VLAN
VLAN UR &5l oilt quil
Write Short note on NIDS (Network Based Intrusion Detection Systems)
NIDS (A2ct5 WIHIRA Seoel (S22t RU21U) UR 251 «iled quil

Explain Firewall in Detail
S11ANEa (AoldalR ¥Hosdl

Differentiate Virus and Worms

1A e 1 el dsldd 1.
What is Cyber Security? List and Explain types of Cyber Security
UR—IMR Y81l B2 UM HRelletl UsIRel YR tstid] 1a questdl
Explain Cyberspace and Criminal Behavior in Detail
UR—IHRRAY e (516 [WE(Au9 (A2l IR -]
OR
List and Explain types of Cyber Crimes
UR—IMR 18Ul USRIeAl ALE] odolld] 1l AU
Define Intruder. List and Explain types of Intruders
Intruder CUIUVALRIA 53). Intruders oil US1R1e1l YA dieild) A JHosd)
Explain Types of Cyber Attacks in Detail.
UR—YGR gHdlell USIR) [AdalddiR quesd).
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. Make Suitable assumptions wherever necessary.
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. Use of simple calculators and non-programmable scientific calculators are permitted.
. English version is authentic.

Define Security attacks and describe any two attacks in detail.

Security attacks o ULl 5] ¥ S516URL A attacks o ([@addrR
dglet 531,

Explain data confidentiality, data integrity and data availability in terms
of security.

Security ol Q[Elq Data confidentiality, data integrity Wl data
availability 4Hos1dl.

Describe the Rail fence method of cryptography with an example.
Cryptography s{| Rail fence method o GelsW DEEEEER]

OR
Describe the One Time Pad method of cryptography with an example.
Cryptography °il One Time Pad method o GelsL A8 d et 52,
Define Steganography and Describe any one type.
Steganography VAR 5] Wal S1EURL WS USIR A YUl

Describe Caesar cipher with an example.
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Caesar Cipher G&1&l A 18l qHdl.

Draw the key matrix for the key: UNIVERSITY and find cipher text for
the plain text: GUJARAT TECHNOLOGICAL using Play fair cipher.

Key: UNIVERSITY Hl2 Key Q254 €12 4 ltl 25%2: GUIARAT
TECHNOLOGICAL Hl2 @32 Uloswell GUldl 53] UIHS 25
M.

OR

Differentiate between symmetric key cryptography and asymmetric key
cryptography.

Symmetric key cryptography Wl asymmetric key cryptography a %el
dlRdl.

Describe Mono alphabetic cipher with an example.
Mono alphabetic cipher G&1SQl AL UMl

Draw the key matrix for the key: GUJ and find cipher text for the plain
text: HINDUSTAN using Hill cipher.

Key: GUIHL2 Key A[25Y £1R] A 1l 25%2: HINDUSTAN U2 (&6
ALY Sl GUULIL 53 YIS 252 21\,

Define public key cryptography and explain it in detail.
Public key cryptography @ CUIUALRId 52\ el Aol M1,
Explain the steps to verify a Digital Certificate.
Digital Certificate a verify $dl| Y[ 2sil steps Al
Describe the RSA algorithm with its working.
RSA algorithm <] deil S1 418 dRlel 53).
OR
List out and describe three applications of public key cryptosystem.

Public key cryptosystem =il AQL GUALIA] AlE] tlatld] el do] dQlet
5.
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Write down the requirements of Digital Signature and List properties a
Digital Signature should have.

Digital Signature ol %WWwRYUIL dull 1 Digital Signature Hi %
properties €1l 1A defl YU o4eiidl.

Describe the security of the RSA algorithm with its types in detail.
RSA algorithm oil Y&l dell USIRL A1 [AdlddlR AHoxd).
Define security zones, DMZ and VLAN.

Security zones, DMZ ol VLAN U [Ad 52

Describe two advantages and two disadvantages of Network based
Intrusion Detection System.

Network based Intrusion Detection System eil A sREL W &
ARs1UELe] dRlet 52,

Describe the working of the firewall in detail with a diagram.
15(d A1 firewall ofl 5149{13)s] (Al dlet 530,

OR
List types of firewalls and write about needs of firewall.
Firewall o1l U51R1efl AIE]L 241U 244 Firewall «{l e Rl (AN ui),
Describe Network Based Intrusion Detection System.
Network Based Intrusion Detection System UHesdl.
Describe about types of firewalls in detail.
Firewall il UsIR\ (A9l (doldaiR dlel 53).
Define worms, viruses and trojans.
Worms, viruses 3ol trojans o cyuLAd S
Describe network threats with its types in detail.

Network threats o detl UsI21 412 (AAdd 1R dRlel 53).
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Describe traditional problems associated with cybercrime in detail.

Cybercrime U1 {50134 traditional problems o} [AolddlR dRlel 53).
OR

Define Cybercrime, Cybersecurity and Cyber-attack.

Cybercrime, Cybersecurity and Cyber attack o e (uLAd 52,

Describe cybercrime with its types in detail.

Cybercrime o} dstl USI2) 418 (AolddlR dRlel 53).

Describe IP Spoofing, ARP spoofing and Session Hijacking in detail.

IP Spoofing, ARP spoofing 4l Session Hijacking o [A2lddlR dBlel 521
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