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1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.
Marks
Q.1 (a) Explain Confidentiality, Integrity and Availability with neat diagram. 03
Usl.1 () Confidentiality, Integrity sl Availability & 415(d 412 qHd). 03
(b) Differentiate Active Attack and Passive Attack. 04
() Active Attack Wl Passive Attack il dsldd quil. oY
Explain PING command. Describe Caesar Cipher and One Time Pad
c) A : ' . 07
Cipher encryption technique with example.
PING $HleS YAl Gelel 418 AR U185 3ol One Time Pad
(5) 09
ULB§ A[5WQIA 25(els UMl
OR
Explain IPCONFIG command. Explain Play Fair Cipher encryption
(© ) . 07
technique with example.
) IPCONFIG SHLe5 dH%cl. GELSQL U1 W@ 3R U188 A[5121e 09
25[ets AHCl.
Q.2 (a) ' Compare substitution and Transposition Technique. 03
U%l.2 (¥) Substitution and Transposition Technique ol ddoeil 5. o3
(b)  Describe Symmetric cryptography with advantage and disadvantage. 04
(“) Symmetric cryptography Gl® Wl G AL Yo, oY
(c) Explain Data Encryption Standard with advantage and disadvantage. 07
(5) SelA[5QleA W@ 1SS clle] el N6 161 U 18 UMM, 09
OR
Q.2 (a) | Define: Cryptanalysis, Encryption, Decryption. 03
Usl2 (M) AlAIRd s [swedsilfe @y, Alsle, (S(5wle. 03
(b)  What is Steganography? Classify Steganography. 04
(W)  R3ADALS] 2f B? Rl ALS o] o520l 83, oY
© Explain Hill Cipher encryption and decryption technique steps with 07
example.




[ed U185 A[5WQ1od W [S[5WLel 25(e1s R GeleL 418

) quendl °0
Q.3 (a)  Explain Public Key Infrastructure. 03
U.3  (¥) Public Key Infrastructure qHo1dil. 03
(b) Write fl_JII_ form o_f CA,_ RA. What are the steps for verifying 04
authenticity and integrity of a certificate?
) CA, RA] full form @uil. W 1RIUis{] authenticity and integrity o
YSIYl Hleell ydld 9f 87
(c) Explain the RSA algorithm with advantage and disadvantage. 07
(5) RSA MG RYH qle{ wal G (¢ A1 1Mol 09
OR
Q.3 (a) Describe Public-Key Cryptography and list out its applications. 03
ual3 () uleds-sl (5LR1ALSle dulel 5w defl A deuedlefl A€l wstidl, 03
(b)  Draw and explain how digital signature works. 04
(W) | [(Slsed ARU 3l d 51U 52D d €12] v4el UMt oY
Why do we trust a digital certificate? Name the four key steps in the
(c) . > . X 07
creation of a digital certificate and explain each step.
AL HIS AL [S[ed UHIRUA UR [dsd 1y 531 €12 [S[wed
(5)  UlE[s32 tlolldclloll AR HUL UG ol 4 W IU) ual €35 UAEL | 09
Y4,
Q.4  (a)  Explain Packet Filtering Firewall. 03
sl () Ube (se2(3al sludld qud). 03
(b)  Explain DMZ in detail. 04
()  DMZ < [doldall2 YH2dl, 0¥
©) What_ isa Host Intrusion Detec_tion System (HIDS)? Explain it’s 07
working with advantage and disadvantage.
5 €1 o2 el (Ses2Usl (UM (HIDS) Q) 872 dell 14 «{l 18 el 0d
SIAEL 1A ARS1ALL HHoAA).
OR
Q.4 (a) Explain Logical components of IDS. 03
Usl.4 () IDS <il Logical components 4Hldl). 03
(b)  Explain VLAN in detail. 04
(4)  VLAN 4 [dd1dd 1R qHemdl. oY
©) What_ isa Network Intrusion D_etection System (NIDS)? Explain it’s 07
working with advantage and disadvantage.
) 2ds Sepel [SesUel (UM (NIDS) 2 872 dstl 51H «{] 418l deil 09
SIAEL 3 ARSIALL YHAA).
Q.5 (@) Describe Session Hijacking briefly. 03
Uals | () Aol s199(590e] 25U dBlel 52, 03
(b)  Explain Tunneling with diagram. 04
() | 2oldlal SIALAM AL o), oY
©) Differentiate_Virus and Worms. List out traditional problems 07
associated with Computer Crime.
5 ALY Ue) e 24631 ULSL. Computer Crime 418 45016 0d
UYL YHRL AL ALEL oyetlql.,
OR
Q.5 ()  Explain working of IP Spoofing. 03
U5 (M) | 1P ¥y [53lefl s1H9013] qud). 03




(b) Define: Internet, intranet, Firewall, IDS. 04
(W)  AALRIA 5: 922, Be2lale, §1uRdld, IDS. oY
(c) Explain Intruders and Hackers with its types. 07
(5) 61252 Wl E5UA detl USI A1 yHldl. 09




