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1. Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Use of simple calculators and non-programmable scientific calculators are permitted.
5. English version is authentic.
Marks
Q1 | (@ | Explain types of networks. 03
usl [ ) | A2dSell usiRl yudl. 03
(b) | List and explain types of wireless authentication. 04
(@) | d112aY Wl (25R2lel ol USIR1A] ALEL tstld] el M), oy
() | Explain OSI model. 07
() | OSI HISE HH%dl. 09
OR
(©) | Describe DHCP architecture 'The DORA process'. 07
(%) | DHCP (52542 «{l DORA U[5¥ls} dllst 52). 09
Q.2 | (@ | Define Network Forensics. Explain process of network forensics. 03
us2 | @) | seds slAusAa cdlvAllld 5. Aeds slAusAell ulsul Aundl. | o3
(b) | Describe network threats and vulnerability in brief. 04
@) | Aedsefl A2y W A (64 (G 21ule] EsHi dlst 52U oY
(c) | Write a short note on social engineering attacks. 07
&) | Al21ad W[ [ RAstl gHE M) U &5 «ild qudl. 09
OR
Q.2 | (&) | Listadvantages, Disadvantages and Importance of network forensics. 03
usl2 | () | sled$ §13[usUeAL SIUEL ARSIUEL el Hecd ofl ALE] %aLld). 03
(b) | Describe Web Jacking and Cross-site scripting. 04
@) | 4ot R[5 W slA-Ale R$Cle] dBlel 52 oy
(©) | Explain Incident Response and Proactive Investigations. 07
(8) | BellSed Rlerd el Yl [s2d god [R23\2Ue M), 09
Q.3 | (a) | Explain in brief Identifying sources of CLOUD ENVIRONMENT. 03
ua3 | () | 561GS WedAetoR ofl Bl Bl HIZ 2sHI UHdl. 03
(b) | Explain different Types of sources of evidence related to network traffic. 04
@) | Aeds 2l(s5a @dldl Yrldleil Bldletl [cldy usi yHosd). oY
(c) | what is data acquisition? Explain any THREE data acquisition methods related 07
to network traffic capture.
(%) | 32l dulest 9] B? Aeds 2155 3Ra €Al S1SURL =4l 32l Aulest 09
Ueg, [d ] uH1dl.
OR
Q.3 | (a) | Explain digital devices as sources of evidence. 03




Us3 | () [ Yrdlel Bld d (S(wed Gusl vHdl. 03
(b) | list out steps for handling evidence. explain any two in detail. 04
(@) | Y2dla 56 $dl Hleell U «fl ALE] wletldl. 516Ul A ([ddlddiR oY
yHodl.
(©) | What are the Preservation techniques? Explain any three in Detail 07
Q.4 | (@ | Explain the analysis tools for network traffic. 03
Usta | ) | sleds 2llss Uleell Well(aly 2d quodl. 03
(b) | What Is Network Traffic Analysis? explain network traffic capture methods in 04
detail.
@) | Aeds 2155 (ANl 9] B? A2ds 2155 3Wrell Ueg[dudlal [doldd IR 0¥
yHodl.
(¢) | Explain Evil Twin, Rogue access points and Brute-Force attack in wireless 07
network.
() | oldd (3el, AL W5AY U2y Wal 0f2-51A w2 sa d1UAY sl2d sHi 09
uexdl.
OR
Q.4 | (a) | Define deep packet inspection (DIP). Explain its role in Network forensics 03
.4 03
(b) | List out memory acquisition methods. explain any two in detail. 04
(@) | QY3 A [salz2le s [ddls{] A€l slstid). S1EURL Ao (dalddiR AHdl. 0¥
(©) | Write short note on WEP, WPA and WPA-2. 07
(5) | WEP, WPA and WPA-2 o1l U2 &5 ol qud) . 09
Q5 | (@) | Explain the Role of Artificial intelligence in network forensics. 03
uals | ) | deds sRREsUUT LR [5(R1A 8o (@ogertsf] o151 uuexdl. 03
(b) | Explain types of security challenges of wirelessnetworks 04
(c) | Explain briefly the Digital Personal Data Protection Act, of 2023. 07
(8) | [S[aed udeld 52l Uleselsl 52,2023 gsHi yHdl. 09
OR
Q.5 | (a) | Explain the Role of Artificial Intelligence in Intrusion Detection. 03
Usl5 | () | geedel [SS5el Ui Artificial Intelligence oil @4(H51 qH2dl. 03
(b) | Explain Attacks on Wireless networks. 04
() | dIAAY sl2d 54 URell SHE ) YHwldl. o¥
(c) | Define Data Fiduciary, Data Principal, Data Processor, Personal Data Breach, 07
and Key Features of the DPDP Act.
(5) | Data Fiduciary, Data Principal, Data Processor, Personal Data Breach, u 09

DPDP 35241 AldleU € let(QLsdlu)a cdlulRld 5.




